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«0O TpeboBaHUAX K ob6ecneyeHunto 3awmTbl MHGOPMaLMKM AN9 YY4aCTHUKOB NNaTdopMbI
ungposoro pyona»

(BMecTe ¢ «TpeboBaHUAMMU K o6ecrneveHmio 3amnTbl UHOOPMaL MK, MPUMEHSAEMbIE
B OTHOLLUEHUUN TEXHONMOrMmM o6paboTkn U nepenadun 3feKTPOHHbIX COOBLWEHNN NpK
OCYyLLECTB/IEHUM onepaunmn ¢ uMdpoBbIMU pydnaMmn», «TpeboBaHNAMU

K ob6ecneyeHuIo 3aWmnTbl UHPOPMaLNU, MPUMEHHAEMbIE B OTHOLLEHUW NMPUNTOXEHUS
KITMEeHTa»)

(BapernctpupoBaHo B MuHiocte Poccumn 29.12.2023 N2 76729)

NMpumeyaHue

Hauano pencteusa pegakuum — 01.01.2025. [laHHasa pegakumsa nogrotoseHa

C Y4E€TOM U3MEHEHUN, BHECEHHbIX MYHKTOM 21 @HHOIro OKYMEHTa,
OrpaHUYMBLLMM CPOK AeNCTBUS ab3aueB BTOPOro 1 YeTBepToro noanyHkTa 14.1,
ab3aueB BTOpOro 1 yeteeprtoro noanyHkTta 14.2 nyHkTa 14 31 nekabps 2024
roga.

3apeructpupoBaHo B MuHiocte Poccuun 29 nekabpa 2023 . N2 76729

LLEHTPAJTIbHbI BAHK POCCUINCKOM ®EQEPALIMU

MOJIOXXEHUE

oT 7 pekabps 2023 r. N2 833-I1

O TPEBOBAHUAX
K OBECMNEYEHUIO 3ALLUTBI MHOOPMALUK ANA YYACTHUKOB NMNTATOOPMbI
LNOPOBOIO PYBIA



HacTtosuwee Nono)xeHmne Ha ocHoBaHUM cTaTbm 82.10 ®epepanbHOro 3akoHa ot 10
nions 2002 roga N2 86-O3 «O LieHTpanbHOM 6aHke Poccuinckon Gepepaumm (baHke
Poccun)», nyHkTa 7 yactu 1, yactn 3 ctatbm 30.7 QenepanbHOro 3akoHa oT 27 UIoHS
2011 ropa N2 161-®3 «O HauuoHanbHOM NaTEXXHOW CUCTEME» N B COOTBETCTBUMN

c peweHneM CoBeTa ampekTopoB baHka Poccum (npoTtokon 3acenaHmsa CoBeTta
oupekTopoB baHka Poccumn ot 27 ceHTAabpa 2023 roga N2 NMCAO-39) ycTaHaBnnBaeT
TpeboBaHUsA K o6ecrnevyeHmio 3awmTbl UHOOPMaLMKN ANS Y4aCTHUKOB NnaTdopMbl
undposoro pyons.

1. TpeboBaHuMA K obecredyeHuto 3aLnTbl MHGOPMaLUK ONA YY4aCTHUKOB N1aTOOpPMblI
undpoBoro pybnsa (nanee — tpeboBaHnsa K obecnevyeHunto 3awmTbl MHPOPMaL M)
LOJDKHbI BbINOMHATL YY4aCTHUKM NnaTtdopMbl LndpoBoro pybns, asnsioumecs
KpeaouTHbIMU OpraHm3aumaMn (oanee — y4acTHUKKU nnaTthopmbl).

2. TpeboBaHMA K obecneyeHmnio 3almTbl MHPOPMaL MM pacrnpoCTPaHAIOTCSH Ha
aBTOMaTU3NpPOBaHHbIE CUCTEMBI, MPOrpaMMHoe obecnevyeHune, cpeacTaa
BbIYUCIUTENBHON TEXHUKWN, TENEKOMMYHUKaUMOHHOE 060pyaoBaHMe, aKcnnyaTauusa
KOTOPbIX OCYLLLECTBNAETCHA Y4aCTHMKaMU NNaTGOpPMbl U KOTOPbIE UCMOSb3YIOTCA NpU
dopMmnpoBaHUmM (Noarotoeke), o6paboTke, Nepenaye v XpaHeHUn cnepyoLen
3awmuaeMon nHepopMauum (panee — o6bEKTbI MUHOOPMaLMOHHOW MHOPACTPYKTYPbI):

MHPOPMaLMK, cooepXKaLEeNCs B LOKYMEHTaX, COCTaBNEHHbIX NP OCYLLECTBIEHUN
onepauun ¢ umdpoBbiMU pybnamMm, GopMmUpyeMbiX y4aCTHUKaAMU NaTOOPMsl,
nonb3oBatensaMm nnaTtdopmbl LMPPoBOro pybna n onepaTopomM nnaTtdopMmbl
undposoro pyons;

nHdopMaumn, HeobxoanMon onsa naeHTUPUKaumm, ayTeHTudurKaumMm n asTopmsaumm
nonb3oBaTtenen nnatdopmbl LMPPOBOro pybns rnpu CoBepLIEHUN OENCTBUN B LLENSX
OCYLLECTBNEHMS onepauunmi ¢ umdpoBbIMU Py6NaMK;

nHdopMaummn o NpepocTaBneHnn, NPUOCTaHOBNEHNN, BO3OOHOBIEHUN UK
npekpaLieHnn goctyna K nnatpopme umdppoBoro pyobns, o cuete umdppoBoro pyons,
06 ocTaTke undpoBbIX pybnen Ha cyeTe umdpoBoro pybrid, a Tak)Ke O COBEPLUEHHbIX
onepaumax ¢ LMPpoBbIMU pyodnamu;

MHPopMaLmn 06 UCNONHEHHbIX U NNaHUPYEMbIX K UCMONTHEHUIO caenkKax,
cofepXallmx ycnosus, npeaycMoTpeHHbIe YacTblo BTopou cTtatbu 309 MpaXxkgaHCKOro
Kopekca Poccumckon Oepgepaunu;

Kto4yeBon MHpopMaLuumn cpeacTs Kpuntorpadmnyeckomn 3awmnTel MHGoOpMaLUm
(nanee — CK3W), ncnonbsyembix ass obecnevyeHns Kpmntorpapmueckomn sawmThl
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onepauun c undpoBbiMK pybnamMm (ganee — Kpuntorpadpuveckme Knum);

MHPOpMaLMn 0 KOHOUrypaLunum, onpenensowen napamMeTpbl paboTbl 06bEKTOB
MHDOPMaLMOHHON MHPPACTPYKTYPbI, @ TakXe MHPOpMaLnM O KOHPUrypaumu,
onpegensowen napaMeTpbl PpaboTbl TEXHUYECKUX CPEACTB 3almnTbl UHOOPMaLUN.

3. MNpun obecnevyeHmnn 6e3onacHOCTU O6bEKTOB MHPOPMALMOHHOW MHPPACTPYKTYPHI,
aKcnyaTaumsa KOTOPbIX OCYLLECTBSAETCH yY4aCTHUKaMM NNaT@opMbl N KOTOpPbIE
ABNAIOTCA 06 beKTaMU KPUTUYECKON MHPOPMALMOHHON UHPPAaCTPYKTYpPbI
Poccuinckon ®epgepaumu, NPUMEHSAIOTCA B TOM yucne TpeboBaHUSa 1 NOPSALOoK,
yCTaHOBNEHHbIE OpraHaMu rocyfapcTBeHHon BnacTn Poccumnckon Gepepauunm

B obnacTtn obecneveHms 6e30nacHOCTU KPpUTNUYECKON MHPOPMaLLMOHHON
MHPpacTpyKTypbl Poccumnckom Gegepaumm B COOTBETCTBUM CO cTaTben 6
depepanbHOro 3akoHa ot 26 mionsg 2017 roga N2 187-03 «O 6e3onacHOCTU
KpUTU4Yeckom MHGopMaLMOHHON NMHGPaCTPYKTYpbl Poccunckon Oepepaummns.

4. YyaCTHMKM NnaTtdopMbl OOMKHbI pa3MelLaTb 06bekTbl MHPOPMALMOHHOMN
MHOPaCTPYKTYpPbl, UCMONb3yeMble Npu o6ecneyeHnn BO3MOXHOCTU COBEPLLEHUS
onepauun ¢ undpoBbiMU pybNsaMun, B BblAENEHHbIX CErMeHTax (rpynnax CerMeHToB)

BbIUNCITUTENIbHbIX CETEN.

4.1. Anga o6bekToB MHGOPMALMOHHON MHPPACTPYKTYpPbI B Npefenax BblaeneHHoro
cerMeHTa (rpynmnbl CErMeHTOB) BbIYUCTUTENbHbIX CETEN YYaCTHUKN NnaTPopMbil,
ABMAOWMECH KPeAUTHbIMU OpraHnU3aLunsaMm, KoTopble ornpeaeneHbl Kak CUCTEMHO
3HayMMble B COOTBETCTBUM C YacCTblo WecToun cTtaTbm 57 GegepanbHOro 3akoHa ot 10
nions 2002 roga N2 86-O3 «O LieHTpanbHOM 6aHke Poccuinckon Gepepaumm (baHke
Poccun)» n (Mnun) 3HauMMble Ha PbIHKE NNAaTEXHbIX YCYr B COOTBETCTBUM C YacTblo 2
ctatbun 30.5 OepgepanbHOro 3akoHa ot 27 nioHsa 2011 roga N2 161-O3 «O
HaLMOHaNbHOW NNaTeXHom cucteMe» (nanee — ®epepanbHbii 3akoH N2 161-D3),
OOMKHbI MPUMEHATb OpraHn3aunoOHHbIE U TEXHUYECKUE Mepbl, peanusyoLwmne
YCUNEHHbIN YPOBEHb 3alUTbl MHOOPMaLUK, NPefyCMOTPEHHbIVM MYHKTOM 6.7 pa3gena
6 HaumoHanbHoro ctaHpgapTta Poccuinckon Gepepaunm NIOCT P 57580.1-2017
«besonacHocTb GUHaHCOBLIX (6aHKOBCKKNX) onepaumn. 3almta nHhopmMaumm
$PUHaHCOBbIX OpraHmnsaunin. ba3oBbl cOCcTaB OPraHNU3aLUOHHBbIX U TEXHUYECKNX Mep»
<1> (panee — OCT P 57580.1-2017).

<1> Y1BepxaeH npukasoM PeneparnbHOro areHTcTBa no TEXHNYECKOMY
perynupoBaHuio n MeTponorum ot 8 aerycta 2017 roga N2 822-ct (M., ®Ir'yn
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«CtaHpapTnHdopm», 2017) 1 BBefeH B gencteme 1 aHBapa 2018 roga.

4.2. Insa o6bekToB MHOOPMALMOHHON MHOPACTPYKTYpPbI B Npefenax BblAeeHHOro
cerMeHTa (rpynrbl CErMEHTOB) BbIYNCUTENIbHbLIX CETEN YYaCTHUKM NNaTPOPMBbI, HE
yKasaHHble B noanyHKTe 4.1 HacToAwWwero NyHKTa, B Lensax obecnevyeHms 3awmTbl
MHOPMaLMKN OOMKHbI NIPUMEHATb Mepbl 3alLNTbl MHDOPMaLMK, peanmaytowme
CTaHOAPTHbIN YPOBEHb 3alLNTbl MHGOPMaLUK, MPEYCMOTPEHHbIN MYHKTOM 6.7
pasnena 6 TOCT P 57580.1-2017.

5. YYyacTHMKM NNaTdOopMbl AOMKHbI ONPenennTb Bo BHYTPEHHUX JOKYMEHTaX:

COCTaB OpPraHn3aLUNOHHbIX Mep 3aWmTbl MHGOPMaLMN U MOPAAOK UX MPUMEHEHUS,
a TaK>XXe COCTaB TEXHMYECKUNX CPEACTB 3alUnTbl MHGOPMaLUKM U NOPSAA0K UX

MCMNoJib30BaHNA,

nopsAaOK NMoOAroToBkM, 06paboTKun, nepenavm U XxpaHeHUsa COOBLEHNN B 3NTEKTPOHHOM
BUAE, CBA3aHHbIX C OCYLLECTBNEHNEM onepaumnn ¢ udpoBbiIMU pybnamu (nanee —
3NEeKTPOHHbIE cOObLEHNSA), N 3alunLLLaeMon UHPOpMaLmKn, NpeayCcMoTPEHHOM
MYHKTOM 2 HacToswero MNMonoXeHus, ¢ UICNOMb30BaHMEM OO6bEKTOB
MHPOPMaLMOHHON NHDPACTPYKTYpPbI;

CMUCOK NuL, (3a UCKJTIDYEeHWEM Nonb3oBaTenen nnaTtdopMsl Lndposoro pyobns),
JonyueHHbIX K pabote ¢ CK3W, c onpepneneHneM npaB UCNONb30BaHUA
KpunTtorpaduyeckunx Knoven;

CMUCOK NuL, (3a UCKJTIDYEeHWEM Nofnb3oBaTenemn nnatdopMsl LdpPoBoro pyobns),
OTBETCTBEHHbIX 3a o6ecneyeHne pyHKLUNOHMUPOBaHUA N 6e3onacHocTn CK3U
(oTBeTcTBEHHbIE nonb3oBaTtenn CK3W);

CMUCOK NnL, (3a UCKOYEHMEM Nonb3oBaTenen nnatdpopmel LndpoBoro pybns),
obnapatowmx npasamu rno ynpasneHUo Kpuntorpapuyeckmumm Knioyamu, B TOM
4yucne OTBETCTBEHHbLIX 3a POPMUPOBAHME KPUNTOrpadUUYeCcKmnX Kodemn

n obecneyeHmne 6e3o0nacHOCTM KpunTorpadnyecKknx Knoven;

COCTaB TEXHOJTIOMMYECKMNX Mep 3amTbl MHPOPMaL MU, NCMNOMb3YEMbIX 019 KOHTPONSA
LEeNOCTHOCTU, NOATBEPXAEHUSA MOONHHOCTU U o6ecrnevyeHns KoHOUaeHUManbHOCTH
9NEKTPOHHbIX COOBLEHNI Ha aTanax Ux NoAroToBku, o6paboTku, nepenaym

M XpaHeHus, 1 npasusa nx NnpUMMeHeHns, B TOM Yucre nopanok npuMeHeHnsa CK3u

M ynpasneHusa knoyeson nHoopmaumnen CK3N.

6. O6ecneyeHmne 3aWmTbl UHPOPMaLMKN yYaCTHUKaMM NaTHOPMbI C UCMOJTb30BaAHNEM
CK3W ponxHo ocyuwecTBNATbLCA B COOTBETCTBMU C [TonoxxeHneM o paspaboTke,



NnPOU3BOACTBE, peanmsaumm n akcnnyataunm wmndposanbHbiX (KpunTorpapnyeckmnx)
cpencts 3awnTbl HGopMauunm (MonoxxeHue NMK3-2005), yTBep>XAEeHHbIM NPUKA30M
®epepanbHon cnyx6bl 6e3onacHocTn Poccumckon Oepgepaumnm ot 9 pespanga 2005
roga N2 66 <2>, TpeboBaHUAMKN TEXHUYECKOW OOKYMeHTaunm Ha CK3W, Bknovas
TpeboBaHUA K MPOBEOEHUIO OLEHKU BIMAHUA annapaTHbIX, NporpaMMHoO-annapaTHbIX
M NPOrpaMMHbIX CPencTB ceTu (CUCTEM) KOHOUOEHLUMaNbHOW CBA3MN, COBMECTHO

C KOTOpbIMU NpefnonaraeTcy wratHoe pyHKumMoHnposaHne CK3W, Ha BbinonHeHWe
npeabsBeHHbIX K HUM TpeboBaHUN.

<2> 3apeructpupoBaH MunHioctoM Poccuun 3 MmapTa 2005 roga, pernctpaunoHHbIN
N2 6382, ¢ UBMeHeHUsAMUN, BHeCEHHbIMK NpukasoM OCBE Poccuun ot 12 anpensa 2010
roga N2 173 (3apeructpuposaH MuHioctoMm Poccum 25 maa 2010 roga,
pernctpaumoHHbin N2 17350).

7. Y4yacTHUKM NnaTtPopMbl AOMMKHbI 06ecneymBaTb 3alMUTY 3NEKTPOHHbIX COOBLLEHNI
B COOTBETCTBUM C a/iIbOOMOM 3/IEKTPOHHbIX COOBLLEHNI, MPeayCMOTPEHHbIM YacTblo 6
ctatbun 30.7 OepepanbHoro 3akoHa N2 161-P3.

8. YYacTHMK NnaTtdopMbl OOHKEH OCYLECTBNATL GOPMUPOBAHME N NOANMUCAHNE
3NEeKTPOHHbIX COOBLEHNI yYaCTHUKA NNaTHOPMbI C UCMONb30BaHNEM

aBTOMaTMBMpOBaHHOVI CUCTEMbI Y4aCTHUKaA I'IJ'IaTq)OprI.

9. YyacTHUK nnatdopMbl JomnkeH obecneymsaTb opMMpOBaHME U NoanmcaHue
3NEKTPOHHbIX COOBLWEHUI nosib3oBaTend natgopMsl Lndposoro pyonda

B 9/1IEKTPOHHOM CPEeACTBe nfnaTtexXxa Ha OCHOBE NporpaMMHOro obecneyeHus,
No3BOMAOLWEro rnonb3oBartesnto ninatdopMbl LndpoBoro pydbna cocTaBNAThb,
YOOCTOBEPATb U NepefaBaTh pacrnopaXXeHUs, yCTaHOBNEHHOO Ha TEXHUYECKOM
YCTPOWCTBE nosib3oBaTtesia nnatpopmbl LdpoBoro pybns (Bkoyas cMapTPOH,
NAaHLWETHbIN KOMMbIOTEP) UK B APYron cuctemMe auCcTaHUMOHHOro 6aHKOBCKOIo
obcny>XmnBaHU4A (oanee — NPUNOXeHue KIMeHTa), C UCMoNb30BaHNEM KIlloYa
3NEKTPOHHOM NognucK nonb3osaTtens nnatpopMbl LMpPoOBOro pybnsa nnm

B aBTOMaTU3MPOBaHHOM CUCTEME YyYacCTHMKa NnaTPopMbl C UCMONb30BaHNEM KIloYa
ANEKTPOHHOM NOJMNNUCK yYacTHUKaA nnaTPopMbl (Mpn coCTaBNEHUN YYACTHUKOM
nnaTopPMbl Pacrnopsi>XeHU OT UMEHU Mosib3oBaTess nnaTtdopMbl LMPPoBOro pyons
B COOTBETCTBUM C YacTblo 5 cTaTbn 7.1 GepepanbHoro 3akoHa N2 161-D3).

MpY NoANMCaHUM 3NEKTPOHHbIX COOBLLEHMI MOoNb3oBaTeNsa NnaTopMbl LUGPOBOIro
pPy6nsA B NPUNOXEHUU KNMEHTa, ABNSIOLEMCS NPOrpaMMHbIM obecrnedyeHnem s
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MOBUNbHbIX YCTPOWCTB (Aanee — MOBUITbHOE NPUNOXEHME), YH4aCTHUK NaTPopPMbI
LoneH obecneunBaTb NpUMeHeHne NporpaMMHoro obecrnedyeHus,
pacnpocTpaHAeMOoro onepaTtopoM nnatdpopmsbl LMdPoOBOro pybns, B cocTaBe
MOBUNBHOIO MPUTOXEHUS.

10. YyacTHMKM NnaTtdopMbl OONMKHbI XPaHUTb 3N1EKTPOHHbIE COOBLEHNS,
noArnmMcaHHble 3JIEKTPOHHOW NOAMUCHIO N NPU3HaBaeMble B COOTBETCTBUN CO CTaTbeN
6 ®OepepanbHoro 3akoHa ot 6 anpens 2011 roga N2 63-O3 «0O6 aneKTPOHHOM
nognucun» (nanee — ®epeparnbHbi 3aKOH N2 63-D3) 9NeKTPOHHbIMU AOKYMEHTaMH,
paBHO3HAYHbIMW OOKYMEHTaM Ha ByMa)KHOM HocuTene, NoANMCcaHHbIM
COBCTBEHHOPYYHOM MOAMNUCHIO, N CpeacTBa, obecneymsatoe NPOBEPKY
9NEKTPOHHOM NOAMNUCK, HE MeHee NATU NEeT € AaTbl NOANMUCAHUSA 3NTEKTPOHHbIX
COObBLLEHN B COOTBETCTBMN CO CPOKaAMN XPaAHEHNSA OOKYMEHTOB U3 MNepeyHs
OOKYMEHTOB, NpefycMoTpeHHoro yacTbio 1.1 ctatbun 23 OeneparnbHOro 3akoHa ot 22
okTa6pa 2004 ropa N2 125-03 «0O6 apxnBHOM ferne B Poccuinckon Gepepauums»
(nanee — ®epepanbHbIv 3akoH N2 125-D3).

11. YyacTHUKM nnaTdopMbl OMKHbI OCYLLECTBNATL cO0op, nepenayvy onepatopy
nnatdopmsbl unppoBoro pybna v obHoBNEHUE NOEHTUDUKALMOHHON MHDOPMaL UK
yCTpoKrCTBa Nosb3oBaTtens nnatpopmsl Lmpposoro pybnsa, Ha KOTOPOM YCTaHOBIIEHO
MobunbHOE NpunoXxeHne, cbopMMpPoOBaHHOW B BUOE NPON3BOLHOINO 3Ha4YEHUS U3
3HayYeHU NapaMeTPOoB TaKoro yCTPOMCTBa, MO3BONAIOWEro nAoeHTUdULMpoBaTh
YCTPOMCTBO nosnb3oBatens nnathopmel Lnudposoro pybnsa npu copepLieHnm
onepauun ¢ undpoBbiMM pybnamm (oanee — UMPPOBON OTNEYaTOK YCTPOUCTBA).

12. B uensax ocyLwecTBeHUs nepenaym LMdppoBoro otTneyvyaTka ycTpomcTea

1N o6HOBNEHUS LMPPOBOro oTrnevaTka yCTPONCTBa, XpaHMMOro Ha nnatdopme
umdposoro pybns, y4aCTHUKKM NAaTGOpPMbl JOMKHbBI YAOCTOBEPUTLCH HA OCHOBE
MHPpOopMaLmMK, ykasaHHOW B ab3aue TpeTbeM NyHKTa 2 HacTosAwero NonoxeHus, 4to
YCTPOMCTBO MCNOMb3yeTCs Nofib3oBaTeneM nnatdopmbl LmdpoBoro pyons,
yKasaHHbIM B OroBope cyeTa umppoBoro pybns, npeaycMoTpeHHoM ctatben 30.8
®depepanbHoro 3akoHa N2 161-03.

13. MNMpn o6MeHe aNeKTPOHHbIMUN COOBLLEHNAMU MEXAY YHAaCTHUKOM NnaTdopMbl
M nonb3oBaTeneM nnatdopMbl LMPPOBOro pybna yd4acTHUK NiaTHOpMbl SOSKEH
obecneymBaTb 3aWUTY ANEKTPOHHbLIX COOBLLEHUN C MPUMEHEHMNEM SNIEKTPOHHOM
nognmcu c cobniogeHnem cneayowmx TpeboBaHum:

13.1. YyacTHUK nnaTtdopMbl OSMKEH NOANUCHIBaTb 3NIEKTPOHHbIE COOBLLEHNS
yyYaCTHUKa nnaTtdopMbl ANEKTPOHHOM NOAMNUCHIO, CEPTUPMKAT KIlloHa NPOBEPKU
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KOTOPOW BblAaH yOOCTOBEPSAIOLWMM LEHTPOM BbaHka Poccun B COOTBETCTBUM CO
ctatben 13 OGepepanbHOro sakoHa N2 63-03.

13.2. YyacTHuMK nnathopMbl OMKeH obecneunBaTb NognncaHne aneKTPOHHbIX
coobLeHnn nonb3oBaTens nnatpopMbl LUPPOBOro pybns aneKTPOHHOM NOAMNUCHIO,
cepTudmKaT KJtoHa NPoOBEPKN KOTOPOW BblAaH YAOCTOBEPAIOLMM LLEHTPOM
y4YacTHUKa nnaTtdopMsbl, NOAYMHEHHbBIM yOoCTOBeEpSAloWEMY LeHTpY baHka Poccun.

13.3. YyacTHUK nnaTtdopMbl OOMMKEH OCYLLECTBATb KOHTPO/b CPOKa AENCTBUSA KIo4a
3MEKTPOHHOM NoagNuUCK rnonb3oBaTtesisa NnathopMbl LMGPOBOro pybns mn Kiya
NPOBEPKMU 3MEKTPOHHOW NOANMUCU Mofb3osBaTess nnaTtdopMbl LMPPOBOro pyons.

13.4. YyacTHUK nnatdopmbl Npu co3gaHun 1 GyHKLMOHMPOBaAHUN YOOCTOBEPSAIOLWErO
LEeHTpa y4YacTHMKa NnaTtdopMbl OMKEH UCMONb30BaTb CPEACTBA YOOCTOBEPSIOLWENO
LeHTpa He HMxXe kKnacca KC3, npegycMoTpeHHOoro nyHKToMm 11 TpeboBaHum

K CpencTBaM yooOCTOBEPSIOLWLEro LEHTPA, YTBEPXAEHHbIX Npnka3oM depepanbHomn
cny6bl 6e3onacHocTn Poccuinckon @egepaunm ot 27 gekabpsa 2011 roga N2 796 <3>
(nanee — npukas OCB Poccuun N2 796).

<3> 3aperucTtpupoBaH MuHiocToM Poccumn 9 pespana 2012 roga, pernctpaumoHHbIN
N2 23191, ¢ usMeHeHUaMUn, BHeCEHHbIMK Npukasamm OCB Poccun ot 4 gekabpa 2020
roga N2 555 (3aperucTtpuposaH MuHioctoM Poccumn 30 gekabpa 2020 roaa,
permncTpaunoHHbin N2 61972), oT 13 anpena 2021 roga N2 142 (3apermctpmpoBaH
MuHiocToM Poccum 20 Masa 2021 roga, permctpaumoHHbin N2 63528), ot 13 anpens
2022 ropa N2 179 (3apeructpupoBaH MuHioctoM Poccuu 11 mad 2022 roga,
perncTpaunoHHbi N2 68446). B cooTBETCTBMU C NYHKTOM 2 rnpukasa OCB Poccuum
N2 796 paHHbIN aKT gencTteyeT 0o 1 aHBapa 2027 ropa.

13.5. YyacTHuK nnathopMbl Npu sKCnnyaTaumm cpencTs yooCTOBEPSIOWEro LeHTpa
OO/MKEH NCNonb3oBaTh MHPOPMALMIO O TOYHOM 3HAYEHUN MOCKOBCKOIO BPpEMEHU

M KaneHpapHoOW gaTe, pacrnpocTpaHaeMyio flocyaapCcTBEHHOM CNy>XO0W BPpeEMEHMN,
4acTOTbl M ONpeaeneHns napamMeTpPoB BpaLweHNs 3eM/in B COOTBETCTBUN C YacTblo 3
ctatbh 6 QepepanbHoro 3akoHa ot 3 nioHsA 2011 roga N2 107-O3 «06 ncumcneHum
BPEMEHMU».

13.6. [1ns noanmcaHus cepTU@PmKaToB KloYEN MPOBEPKU INEKTPOHHBIX MogNMUCen
nonb3oBaTtenen nNnatPopmbl LMPPOBOro pybns B ygoCTOBEPSIOLLEM LEHTPE
y4yacTHMKa nnaTthopMbl yHaCcTHUK NNaThopMbl AOMMKEH UCNOMb30BaTb KoY
ANEKTPOHHOM NOAMNUCK, COOTBETCTBYIOLLUN KITIOYY MPOBEPKN SNEKTPOHHOM NOAMUCH,
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yKasaHHOMY B cepTudukaTe, BbldaHHOM yOOCTOBEPSAIOWMM LeHTPOM BbaHka Poccun
B COOTBETCTBUU cO cTaTben 13 OenepanbHOro sakoHa N2 63-03.

13.7. MNpu B3anMogencTBuUm Mexxay y4acTHUKOM nnaTtdopMbl U MNonb3oBaTeNeM
nnatopMbl LMPPoBOro pybna ¢ UCMoNb30BaHNEM MPUNOXEHUA KITMEHTa YYaCTHUK
nnatdopMbl oMKeH obecneunBaTb N3roTOBJIEHME U UCTMOMNb30BaHNE
Kpuntorpaduyeckmx Koyen nonb3osartens nnathopmel LndpoBoro pybns, Bkoyas
KJTIOUYN SNEKTPOHHbIX NOAMUCEN, KITIOYMN MPOBEPKU INEKTPOHHbIX NOANUCEN

n Kpuntorpaduyeckme Knioyum, npegHasHavyeHHble aAng wmppoBaHUa
(pacwmnodpoBaHmA) Ha NPUKITaGHOM YPOBHE 3JIEKTPOHHbIX COOBLEHNHN,

c npuMeHeHneM CK3U, npowenwmnx npouenypy oLeHKM COOTBETCTBUA TpeboBaHUAM,
yCTaHOBNEHHbIM defepanbHbIM OPraHoOM UCTMONHUTENBHOM BNacTy,
YyMNO/THOMOYEHHbIM B 06n1acTu obecneveHns 6e3onacHOCTH, NPU OCyLLECTBIIEHUN
perynmpoBaHnsa B COOTBETCTBUW C MYHKTOM «LU» YaCcTU NepBomn ctatbn 13
depepanbHoro 3akoHa ot 3 anpensd 1995 ropa N2 40-O3 «O depepanbHom cnyxbe
6e3onacHocTU» (panee — TpeboBaHUS, yCTaHOBNEHHbIe defepasnibHbIM OPraHoM
WUCMNONMHUTENbHOW BNacTu, YyNosIHOMOYeHHbIM B o6nactu obecnevyeHus
6e3onacHoOCTH).

13.8. YyacTHUK nnatdopMbl JonmkeH obecneymsaTtb NPUMEHEHWE NPOrpaMMHOro
obecneyeHund, pacrnpocTpaHAEMOro onepaTopom nnatpopmsl Lmpposoro pybns, ons
XPaHeHUs Kpuntorpadpumyecknx Knyen nonb3oatensa nnatdopmsl LMOPOBOro
pyobns, B MHbIX CNy4asax y4acTHUK NiaTtopMbl BNpaBe NPUMEHATb OpraHn3aLMoHHO-
TEXHUYECKNE Mepbl ANA OCYLLEeCTBNEHUS XPaHEHUA KpUnTorpapmuyeckmnx Knioven Ha
BHELIHMNX OTUYY>XOaeMblX HOCUTENAX KoYeBOM MHPOPMaL MM Nonb3oBaTens
nnatdopMbl LnMdpoBoro pybnsa B [ONOMHEHUE K TPeO6OBaHUAM 3KCMNNyaTauMOHHOM
OOKYMEHTaunm Ha ucrnonbayemole CK3U.

13.9. YyacTHUK nnatdopMbl OO/KEH OCYLLECTBNATbL U3rOTOBIEHUE, XPaHeHMe

N UCNosib30BaHWE KpunTorpapuueckmnx Kroven yyacTH1UKa nnatdopmsbl, BKOYas
KJTI0YM 3M1IEKTPOHHbIX MOAMNUCEN, KITIOUYM NPOBEPKN INEKTPOHHbIX NOANMUCEN

n Kpuntorpaduyeckme Knioyum, npegHasHavyeHHble ans wmppoBaHma
(pacwmndpoBaHms) Ha NPUKITaAHOM YPOBHE 3/IEKTPOHHbIX COOBLLEHNHN,

C UCNONb30BaHMEM 06BLEKTOB MHPOPMALMOHHON MHPPACTPYKTYpPbl y4aCTHUKA
nnatdopMbl, ¢ NnpuMeHeHnem CK3W, npowenimnx npouenypy oLeHKU COOTBETCTBUSA
TpeboBaHUAM, YCTaHOBJIEHHbIM defepanbHbiM OpPraHoM UCMNONHUTENBHOW BacTy,
YMNO/THOMOYEHHbIM B 061acTu obecnevyeHunss 6e3onacHoOCTW.
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13.10. YyacTHUK nnaTdopMsbl OMMHKEH obecrnevymBaTb BOSMOXHOCTb Nepenaymn

B YOOCTOBEPSAIOWMIN LEHTP YY4aCTHMKA nnaTPopMbl 3arnpoca Ha Bbligady ceptudukarta
K/to4a NpoBEPKU INEKTPOHHOW NOANMUCU Nonb3oBaTensa nnaTtdopmbl LMPPOBOro
py6ns, HUUMMPYEMOro nonb3oBaTtenem nnatPopmbl LMppoBoro pyons,

C UCMONb30BaHMEM NPUITOXKEHWNS KITUEHTA.

13.11. B cnyyae goCpoOYHOro npekpaweHna 0encTBns Unm aHHyIMpPoBaHUS
cepTnduKaTa Koya NpoBEPKN INEKTPOHHOM NOANMNUCKM NONb30BaTENS NNaTPOPMbI
umnopposoro pybnsa B cooTBeTcTBUM CO cTaThen 13 OepepanbHoro 3akoHa N2 63-03
y4YaCTHUK nnaTdopMbl AOSHKEH HE3aMEANNTENbHO NPeaCcTaBMTb Ha NnaTopmy
undpoBoro pybna nHPopMaLmio 0 TaKOM JOCPOYHOM MpeKpaLLeHUn OENCTBUS NN
aHHYNMpOBaHUM cepTUdmMKaTa Kitoua NPoBEPKU 3NTIEKTPOHHOW MOAMUCH.

14. YyacTHMK nnaTtdopMbl OOMKEH MPUMEHATb OpraHM3aLunoHHbIe Mepbl U (UNN)
TEXHUYECKMNE cpeacTBa 3awmnTbl MHOOPMaLUMK, UCNONb3yeMble NMpu obMeHe
3NEKTPOHHbIMWN COOBLLEHNAMMN NPU OCYLLLECTBNEHUN onepaumnn ¢ LMppoBbIMU
py6énamu, c cobniogeHneM criegyowmx TpeboBaHum:

14.1. YyacTHUK nnatdopMbl AomkeH obecrneymBaTb 3alUTY INEKTPOHHbLIX COOBLEHUIA
npu Ux nepepade Mexny y4acTHMKOM nnatdopMmbl U ornepaTopoM niatdopmel
undpoBoro pybna nocpencTBoM:

ab3zay ytpatun cuny c 1 aHBapsa 2025 roga. - A63ay 3 nyHkTa 21 naHHoOro
Mono)eHus;

MCMNONb30BaHUA YCUNEHHOWN HEKBaNUPULMPOBAHHOW 3/IEKTPOHHOW MOAMNMUCH,
peannsyeMon cpeacTtesaMm N1EKTPOHHOM NoaNnUcK He HUXKe knacca KC3,
npenycMoTpeHHOro NyHKToM 15 TpeboBaHU K CpeacTBaM 3fIEKTPOHHOW NOAMUCH,
yTBepXXAeHHbIX Npuka3oM OCB Poccuun N2 796 (nanee — TpeboBaHMA K cpeacTeam
9NEKTPOHHOM NOANUCK), ANA KOHTPONS LENOCTHOCTU M NOATBEPXAEHUNS
NOAJSIMHHOCTU SNEKTPOHHbIX COOBLWEHNI, B TOM YMUCe NPUMEHAEMON OJ151 KOHTPOIA
LEeNOCTHOCTM N NOATBEPXAEHUS MOONNHHOCTU ANEKTPOHHbIX COOBLWEHUI
nonb3oBaTtenen nnatdopmbl LMPpoBoro pyons;

abszau yTpatun cuny ¢ 1 auBapsa 2025 ropa. - A63au 3 nyHKTa 21 naHHOro
Mono)eHus;

wrdpoBaHma (pacndpoBaHmUs) SNTEKTPOHHbBIX COOBLEHMNI HAa NPUKIAaAHOM YPOBHE
B COOTBETCTBUM C 3TANIOHHOW MOAENbIO B3aUMOCBA3M OTKPbITbIX CUCTEM,
npenycMoTpeHHOM NyHKTOM 1.7 pasgena 1 rocynapCTBEHHOro ctaHgapTa
Poccumnckon ®epepaumm NOCT P MCO/M3IK 7498-1-99 «MNHDOPMaLMOHHaSA
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TeXHoNorus. BsanMocBsa3b OTKPbITbIX cUCTEM. basoBas aTanoHHas Mogens. YacTb 1.
basoBas Mogenb» <6> (nanee — NOCT P UCO/M3K 7498-1-99), ¢ ncnonb3oBaHUeM
CK3W He Hmxe knacca KC3, npeoycMoTpeHHOro nyHKToM 12 CocTtaBa U cogepXaHusa
OpraHnU3auUMOHHbIX N TEXHUYECKUX Mep Mo obecrneyeHunto 6e30nacHOCTU
NnepCcoHanbHbIX AaHHbIX NPU nX 06paboTke B MUHPOPMALMOHHbIX CUCTEMAX
NepCcoHanbHbIX JaHHbIX C UICNOMb30BaHUEM CPEeOCTB KpUNTorpadnyeckom 3amThbl
MHdOopMaLumn, HeobXoaUMbIX OS5 BbIMONIHEHMNSA YCTaHOBEHHbIX [1paBUTENBCTBOM
Poccuinckon Oepepaumm TpeboBaHUM K 3aluMTe NEPCOHarbHbIX AaHHbIX OS5 KaXXA0ro
N3 YPOBHEN 3aLUULLEHHOCTU, YTBEPXKAEHHbIX MpuKasoM DenepanbHOM cry>X6bl
6e3onacHocTn Poccunckon Gepepaumm ot 10 nionsa 2014 ropa N2 378 <7> (nanee —
CocTaB 1 cogepyaHne opraHnM3aumoHHbIX U TEXHUYECKNX Mep), MPOoLLeaLwmnX
npouenypy oLeHKM COOTBETCTBUSA TPeboBaHUAM, YCTaHOBIIEHHbIM defepanbHbIiM
OpraHoM UCNONHUTENBLHOM BNacTn, YNOTHOMOYEHHbIM B 0651acTK ob6ecnevyeHuns
6e30MnacHoOCTu;

<6> NpnHAT nocTaHoBNeHUeM focygapcTBeHHOro kommuTteta Poccunckon Gepepaumm
no cTaHgapTu3aumm n metponorum ot 18 Mapta 1999 roga N2 78 (M., UMK
«M3paTtenbcTBO cTaHOapToB», 1999) 1 BBeneH B gencrteme 1 auBapa 2000 roga.

<7> 3aperunctpuposaH MunHiwoctoMm Poccumn 18 aBrycta 2014 roga, permcTpaunoHHbIN
N2 33620.

06paboTKM 3NEKTPOHHbLIX COOBLLEHNN U KOHTPONA PEKBU3UTOB 3NTEKTPOHHbIX
COOGLLEHNI C UCNONb30BAaHNEM 06bEKTOB MHPOPMALIMOHHON MHPPACTPYKTYPbI

B COOTBETCTBUMU C TpeboBaHUAMM K 06eCcneveHmnio 3amnTbl MHpopMaLuuu,
NPUMEHSAEMbIMU B OTHOLLEHUM TEXHOIOIMM 06PabOoTKU N Nepenaym aN1eKTPOHHbIX
COOOGLLEHM MPU OCYLLECTBNEHNN onepaLmii ¢ LMPPOBLIMU PyGNsSMH,
NnpenycMOTPEHHbIMU NPUNOXKEHMEM 1 K HacTosAleMY MoNoXeHMIOo;

NCMONb30BaHNA TEXHOMOMMU BUPTYarbHbIX YaCTHbIX CETEN MeXAy YY4aCTHUKOM
nnaTteopMbl U onepaTopoM nnatdopmsl Lnpposoro pybns ¢ ncnonbzosaHnem CK3n
He HWXe knacca KC2, npepycMoTpeHHoro nyHkToM 11 CocTtaBa U cogepXaHud

OpPraHM3aunOHHbIX N TEXHNYECKNX Mep.

14.2. YyacTHUK nnatdopMbl JomkeH obecneymBaTh 3aWMUTY NTEKTPOHHbIX
COOOLLEeHNN NPU X Nepefaye Mexay nonb3osaTtenemM nnatPopmel LndpoBoro pyons
M YYaCTHUKOM nnaTthopMbl NOCPEACTBOM:
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abszau yTpatun cuny ¢ 1 auBapsa 2025 ropa. - A63au 3 nyHKTa 21 naHHOro
Mono)eHus;

MCMNONb30BaHUA YCUNEHHON HEKBaNNPULMPOBAHHOW 3MIEKTPOHHOW MOAMNMUCH,
peannsyeMon cpeacTesaMm aNEKTPOHHOM Noannucu He HUxxe knacca KC3 Ha cTopoHe
y4yacTHMUKa nnathopMbl U cpeacTBaMm ANEKTPOHHOM Noannucm He HUXxXe knacca KC1
Ha CTOpOHe nonb3oBaTtensa NathopMbl LUGPOBOro py6s, NPeayCMOTPEHHbIX
COOTBETCTBEHHO NyHKTaMun 15 n 13 TpeboBaHUIN K CpeacTBaM NEKTPOHHOM NOAMUCH,
ON1S1 KOHTPONSA LLeNOCTHOCTU N MOATBEPXOEHUS NOONTMHHOCTU 3NTEKTPOHHbIX
coobuweHnm;

ab3zay ytpatun cuny c 1 aHBapsa 2025 roga. - A63ay 3 nyHkTa 21 naHHoOro
NMonoxeHus;

WwnoppoBaHUA (paclimdpoBaHmA) 3TIEKTPOHHBIX COOBLLEHNIN Ha NPUKIagHOM YPOBHE
B COOTBETCTBUM C 3TANIOHHOM MOAENbIO B3aUMOCBSA3U OTKPBITbIX CUCTEM,
npenycMoTpeHHon NyHKToM 1.7 pasgena 1 TOCT P MCO/M3K 7498-1-99,

¢ ncnons3oBaHmeM CK3U He Huke knacca KC3 Ha CTOpOHe yyaCcTHUKa nnaTtdopMbl

n CK3W He Hmxe knacca KC1 Ha cTopoHe nonb3oBaTens nnatpopmbl LUPPOBOro
pybn4d, npenycMoTPEeHHbIX COOTBETCTBEHHO NyHKTamMu 12 n 10 CocTaBa

N cofepXkaHsA OpraHMU3aLUnOHHbIX U TEXHUYECKUX Mep, Npoweflmx npouenypy
OLLEHKW COOTBETCTBUSA TPeOOBaHMNAM, YCTaHOBJIEHHbIM defepasibHbIM OPraHoOM
WUCMNONMHUTENbHOW BNacTu, YNONHOMOYEHHbIM B 06nactn obecrneyeHmna 6e30nacHoOCTH;

npuMmeHeHnsa CK3U He HMxe knacca KC2, npenycMoTpeHHoro nyHkToM 11 CoctaBa
M cogepykaHnsa opraHU3auMoOHHbIX N TEXHUYECKUX Mep, Ha CTOPOHE yYacTHUKa
nnateopMbl U CK3U He HMxe knacca KC1, npegycMoTpeHHoro nyHKToM 10 CocTaBa
N cofepXXaHNa OpraHMU3aLUnOHHbIX U TEXHUYECKNX Mep, Ha CTOPOHE Mofib3oBaTenNs
nnatpopmsbl umppoBoro pybns, yepes NCNofb3oBaHME KOTOPbIX peannayoTca
OBYXCTOPOHHSAA ayTeHTUDUKaUNUSA U WndpoBaHne MHGopMaLnm Ha YPOBHE
npeacTaBieHns NN HUXKe B COOTBETCTBUM C 3TaJIOHHOM MOAESbIO B3aUMOCBA3N
OTKPbITbIX CUCTEM, NPefycMoTpeHHON NyHKTOM 1.7 pasgena 1 TOCT P MCO/M3K
7498-1-99, npowepmnx npoLuenypy oueHKU COOTBETCTBUA TPeboBaHUAM,
yCTaHOBNEHHbIM pefepasibHbIM OPraHoOM UCMONTHUTENbHOW B1acTu,
YNO/THOMOYEHHbIM B 061acTu obecneveHns 6e3onacHoOCTW.

15. YyacTHUKKM nnaTdopMbl AOSMKHbI MPOBOAUTL OLEHKY BbIMOMHEHUS UM

TpeboBaHU K obecneyeHunto 3aWwmTbl MHGOPMaLKUK Npun obecrneyeHmnm BO3MOXXHOCTH
COBepLUeHNs onepaummn ¢ umdpoBbiMm pybnsamm (oanee — oueHka COOTBETCTBUSA) HE
peXxe oQHOro pasa B [iBa rofa c npmBneYeHmeM CTOPOHHUX OpraHmM3aumnin, UMeoLWnX
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NIMLEH3MIO Ha NpoBeaeHMe paboT 1 yCcnyr, NpenyCcMoTPEHHbIX NOANYHKTOM «6»
NyHKTa 4 NONoXeHNA 0 NULEH3NPOBaHUN OEATENbHOCTM NO TEXHUYECKOW 3aLlmuTe
KoHdunaeHumanbHom nHGopMaumn, yTBEPXKAEHHOIO NOCTaHOBNEHUNEM
MpasutenscTBa Poccuimnckon Gepepaunm ot 3 deBpana 2012 roga N2 79 (nanee —
nposepstoLas opraHnsaums).

16. YyacTHMKM nnaTtdopMbl AOMXKHbI MPOBOAUTL OLEHKY COOTBETCTBUSA COMMacHO
cnenyowmum TpeboBaHUAM:

OL,EHKa COOTBETCTBUSA OO/MKHA MPOBOAUTLCA B Npefenax BblAeNIeHHbIX CErMEHTOB
(rpynn CErMeHTORB) BbIYMCNNTENBHbIX CETEN, YKa3aHHbIX B MYHKTE 5 HacTosALWero
Mono)eHus;

OLLeHKa COOTBETCTBMSA AO/IKHA OCYLLECTBAATLCS B COOTBETCTBUM C pa3fesnioM 6
HauuoHanbHoro ctaHpgapTa Poccuickon ®epepaumm NOCT P 57580.2-2018
«besonacHocTb GUHaHCcOBbIX (6aHKOBCKMX) onepaumn. 3awmuta nHdopmMaumm
PUHaAHCOBbIX OpraHmMsaunin. MeToanka oLeHKM cooTBeTCTBUSA» <8> (nanee — NOCT P
57580.2-2018).

<8> YTBepxaeH npmkasoM PenepanbHOro areHTcTBa No TEXHNYECKOMY
perynmpoBaHunio u MetTponorum ot 28 mapTa 2018 roga N2 156-ct (M., OI'yrl
«CtaHpapTnHdopm», 2018) 1 BBeaeH B fencteue 1 ceHTabps 2018 ropa.

17. YyacTHMKM NnaTtdopMbl OMKHbI XPaHUTb OTUET, NMOArOTOB/IEHHbIM NPOBEPSIOLLEN
opraHusaumen rno pesynsrtataM NPoBeaeHNs OLLEHKN COOTBETCTBUSA, HE MeHee NATH
neT HauyMHas Cc AaThl ero Bblgayn NpoBepsioLen opraHmsaumen B COOTBETCTBUN CO
CpOKaMun XpaHeHUa OKYMEHTOB U3 NepeyHsa OOKYMEHTOB, NPefyCMOTPEHHOIO
yacTblo 1.1 ctatbun 23 DegepanbHOro 3akoHa N2 125-93.

18. YyacTHuMKM nnatdopMbl OOMKHbI ob6ecneumBaTb A5 06beKTOB MHPOPMaLMOHHOMN
MHPPaCTPYKTYpPbl, pa3MeLLLEeHHbIX B BblAeNIeHHbIX CerMeHTax (rpyrnnax CerMeHToB)
BbIYNCIIUTENbHBIX CETEN, YKa3aHHbIX B NYHKTE 4 HacTosAwero NonoXeHus, ypoBeHb
COOTBETCTBUA HE HUXKE YEeTBEPTOro, NpeaycMOTPEHHOro NognyHKTOM «a» NyHKTa 6.9
pa3pena 6 NOCT P 57580.2-2018.

19. YyacTHMKKM NnaTdOpPMbl LOMKHBI MPOBOANTL eXerogHoe TeCTMpoBaHne Ha
NPOHNKHOBEHWE N aHanNu3 ya3BMMOCTEN MHPOPMaLMOHHON 6e30MacHOCTU O6BLEKTOB
MHOOPMALMOHHON MHPACTPYKTYPbI, Pa3MeLLEHHbIX B OTAENbHbIX BblAENEHHbIX
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cerMeHTax (rpynmnax CerMeHTOB) BblYMCIIUTENbHbIX CETEN, YKas3aHHbIX B NYHKTe 4
HacTosLero MNonoxeHus.

20. YyacTHUKM NnaTdhOoPMbl OOMXKHbI BbINONMHATL TpeboBaHMA K 06ecneyvyeHnio 3aLinTbl
NHPopMaLmn, NPUMEHAEMbIE B OTHOLLEHUWN NPUNOXEHUSA KITUEHTA,
npenycMOTPEHHbIE MPUIOXXEHMEM 2 K HacTosaweMy MNMonoXxeHuo.

21. HacTosuwee lNonoxxeHne nognexunT oduumanbHoMy onybnmMkKoBaHuMIo U BCTynaeT
B cuny ¢ 1 aHBaps 2024 roga, 3a UCKIIOYEHUEM MOMOXEHUIN, ONA KOTOPbIX
HaCTOALLMM NYHKTOM YCTaHOBNEH MHOW CPOK BCTYIM/IEHUSA UX B CUNTY.

A63aupbl TpeTUM 1 NATbIN NnoanyHKTa 14.1, ab3aubl TPETUN 1 NATbLIM NOANYHKTa 14.2
nyHkTa 14 HacTodAwero NonoXeHua BcTynatoT B cuny ¢ 1 aHBapa 2025 roga.

Ab3aLbl BTOPOM 1 YeTBepTbiv noanyHkTa 14.1, ab3aubl BTOPOU N YETBEPTHLIN
noanyHkTa 14.2 nyHkTa 14 HacTosiwero NonoxeHus gencTeytoT no 31 nekabps 2024
roga.

Mpencepatens LleHTpanbHoOro 6aHka

Poccuiickoinn ®epepauun
3. C. HabuynnuHa

MpunoxeHune 1

K MonoxeHuto baHka Poccun

oT 7 pekabps 2023 roga N2 833-11

«0 TpeboBaHuAX K obecneyeHmo
3awWmTbl MHGOPMaLUK S YYaCTHUKOB
nnatpopmbl ungpposoro pybnsa»

TPEBOBAHUA
K OBECMNEYEHUIO 3AWLNTBI MUHOOPMALUUU, NPUMEHAEMBIE B OTHOLLEHUU
TEXHONOIMMM OBPABOTKW U NEPEOAYU 3NTEKTPOHHbIX COOBLLEHUN
NMPU OCYLLECTBJTIEHUU ONEPALMIA C ULUDPOBbLIMU PYBJIIMU

1. YyacTHUK nnatdopmMbl ona obecneyeHns 6e3onacHOCTU TEXHOMOrMmM 06paboTKu
M nepenayvu afieKTPOHHbIX COOBLEHNN NPU OCYLLECTBIEHUN onepaunin ¢ LMPpPoBbIMU
py6nsamMm oonKeH peannsoBaTb B CBOEN MHPOPMaLMOHHOM MHPPACTPYKTYpe OBa
BblOENEHHbIX KOHTYpPa: KOHTYP KOHTPONSA N KOHTYpP 06paboTKU.



2. YYyacTHUMK NnaTPopMsbl AOSIKEH peanmM3oBaTb B CBOEN MHDOPMAaLMOHHOWN
NHOPACTPYKTYPE KOHTYP KOHTPONSA U KOHTYP 06paboTKN C UCMONb30BaHUEM Pa3HbIX
pabounx MecT, pasHbIX KpUNTOrpapuUeckux Kodein 1 ¢ NpuenevyeHmMeM otaebHbIX

PabOTHMKOB AJ1A KaXX[0ro U3 KOHTYPOB.

3. YyacTHUK nnaTdopMbl OOSMKEH Pa3sMeCcTUTb 06bEKTbI MHPOPMAaLMOHHOMN
MHOPaCTPYKTYpPbl KOHTYpPa 06paboTKN U KOHTYpPa KOHTPONSA B Pa3HbIX CErMeHTax
BblUMCNUTENBHON ceTn. Cnocob [onycTMMOro MHOOPMaLMOHHOIO B3aMMOAENCTBUA
MeXay YKa3aHHbIMU CErMEHTaMU BblUUCTTUTENBHOM CETU OPOpPMNSETCS
OOKYMEHTasIbHO M COrnacoBbiBaeTCcs Cco cny>x6on nHpopmMaunoHHon 6e3onacHoOCTH
y4yacTHuKa niaTtpopmel.

4. YyacTHuK nnatdopMbl Npu HanpaBneHmnm n obpaboTke 3NEKTPOHHbIX COOBLLEHUN
OO/MKeH cobnogaTth crefyouwme ycnoBus:

4.1. Ucxopsauwme aneKTPoHHble COObLWeHNA, HanpaBnsaeMble y4aCTHUKOM nNnaTthopMbl
Ha nnatdopMy LUMPpPoBOro pyodnsd, OOMKHbI MOCTYNaTh B KOHTYP KOHTPOSSA TOMbKO U3
KOHTYypa 06paboTku.

4.2. Bxogsme aneKTPOoHHbIE COOBLWEHMNS, NofTyvYaeMble y4aCTHUKOM NnaTtdopMbl OT
nnateopmbl LMPPOBOro pybns, U3 KOHTYpPa KOHTPOSA OOMKHbI NepenaBaThbCs TONMbKO
B KOHTYp 06paboTKK, B TOM YKCrie AN nocnenyouwen nepegaym nonb3oBaTento
nnatdopMbl Lndposoro pybna (npm HeobxoamMMocCTK).

5. YyacTHUK nnatpopmbl B KOHTYpe 06paboTKu A1 UCXOAALMX INEKTPOHHbIX
Ccoo0OLeHNN, HanpaBnaeMbIX Y4aCTHUKOM nnaTtdopmbl Ha natdopmy LnMdpoBoro
py6n4a, oomkeH peanns3oBaTb:

paclnppoBaHne 3N1eKTPOHHOIro COOBLLEHUS;

NPOBEPKY ANEKTPOHHOM NOAMNUCHK, C MICNONb30BaAHMEM KOTOPOM NOANUCAHO
3NEKTPOHHOE coobLLeHME;

CTPYKTYPHbIN KOHTPOJb 3NEKTPOHHOIO COOBLWEHMS;
NPOBePKY MPaBUNIbHOCTM 3aMOSTHEHNSA MOel 3N1eKTPOHHOIO CO0bLLEHMS;

noarnmcaHmne aNeKTPOHHOro COOBLWEHNS INEKTPOHHOM NOAMNUCHIO YYaCTHUKA
nnatpopMbl;

HanpaBlieHNe 3/IEKTPOHHOIO COOBLLEHNS B KOHTYP KOHTPONS.



6. Y4aCTHUK nnaTdopMbl B KOHTYPE KOHTPONSA ONA NCXOOALWMNX 3NTEKTPOHHbIX
COObBLWEHNIN, HanpaBNaeMbIX Y4aCTHUKOM nnaTtdopMbl Ha nnaTdopMmy LMppoBOro
py6ns, OomkKeH peannsoBaTb:

NPOBEPKY ANEKTPOHHOM NOAMNUCHK, C MICNONb30BaAHMEM KOTOPOM NOANUCAHO
3NEKTPOHHOE coobLLeHME;

CTPYKTYPHbIN KOHTPOJb 3NEKTPOHHOIO COOBLWEHMS;
NPOBEPKY MNPaBUNbHOCTM 3aMONIHEHWUS MONEN ANEKTPOHHOIO COOBLEHNS;
KOHTPO/b OTCYTCTBUS OyGNMPOBaHNS 3NIEKTPOHHOIO COOBLLEHNS;

nognucaHme aNeKTPOHHOro COOBbLWEHNSA SNEKTPOHHOM NOANMUCHIO yYaCcTHUKa
nnaTtpopMbl;

WwndpoBaHMe 3NIEKTPOHHOIo coobueHns, nepegaBaeMoro Ha nnaTtpopmy UMppoBoro
py6ns.

7. Y4acTHUK NNnaTPopMbl B KOHTYpPE KOHTPONA ONA BXOAALWMX INNIEKTPOHHbIX
COOOLLEHNI, MOoNTyYaeMblIX Y4aCTHUKOM niaTPopMbl OT Nnathopmbl LMOPOBOIro
pybnsa, DOMKEH OCYLLEeCTBNATD:

pacwmndppoBaHne 3N1EKTPOHHOIO COOBLLEHUS;

NPOBEpPKY INEKTPOHHOM NOJMNUCK, C UCMONb30BaHNUEM KOTOPOW NoanmcaHo
3MeKTPOHHOEe coobLeHune;

CTPYKTYPHbI KOHTPOJb 3N1EKTPOHHOIO COObLWEHMS;

nognucaHme aNeKTPOHHOro coobLWeHNA 3NEeKTPOHHOM NOANMUCHIO yYacTHUKa
nnaTtpopMbil;

Hanpas/ieHNe 3NIEKTPOHHOIo coobLeHNA B KOHTYP 06paboTKu.

8. YyacTHUMK nnaTthopMbl B KOHTYpe 06paboTKM AN BXOAALNX INEKTPOHHbIX
CoO6LWEHNI, NONy4YaeMbIX YH4aCTHUKOM nnaTtdopMbl OT nnaTdopMbl LMPPOBOro
py6ns, OOMKEH OCyLWeCcTBNATb:

NPOBEPKY ANEKTPOHHOM NOAMNUCHK, C MICNONb30OBaAHMEM KOTOPOM NOANUCAHO
3NEKTPOHHOE coobLLeHME;

CTPYKTYPHbIN KOHTPOSb 3NEKTPOHHOIO COObLWEeHMS;

npoBepPKY NMNpPaBUJIbHOCTN 3alNOJIHEHUA nonemn ANIEKTPOHHOIo coobueHuns;



KOHTPOJIb OTCYTCTBUA ,EI,Y6J'IVIpOBaHMF| ANNIEKTPOHHOIo coobleHuns;

WndpoBaHME 3NEKTPOHHOIo coobLeHUs, NepenaBaeMoro nosb3oBaTenio
nnatoopMbl Ldposoro pybna.

MpunoxeHne 2

K NMonoxxeHunio baHka Poccun

oT 7 nekabps 2023 roga N2 833-I1

«0 TpeboBaHuaX K obecrneyeHuto
3awWwmnTbl HGOpPMaL MK ANS YY4aCTHUKOB
nnatpopmbl Ungpposoro pybnsa»

TPEBOBAHUA
K OBECMNEYEHUIO 3ALLUNTBI UHOOPMALUU, MPUMEHAEMBIE B OTHOLLEHUN
NMPUNOXEHUA KITMEHTA

1. YyacTHUK nnatdpopMbl ons obecnedeHmnsa 6€30NacHOCTM NPUNOXEHUSA KNIMEHTA
LLOMXEH BbINOMHATL criegylolne TpeboBaHMS K npoueccy pa3paboTKn, TECTUPOBAHUS
N 3KCMNyaTauMmn NPUNOXXEHUS KITMeHTa:

NMEeTb OKYMEHTMPOBAHHbIM NpoLecc pa3paboTKu, TECTUPOBAHUSA M SKCMTyaTaLnm
NPUNOXEHUSA KITMEHTA, BKJIlOUYAs ONMUCaAHUA peann3yeMbix Mep, KOHTPOnen
1 MPOBEpPOK Mo obecrneyveHmIo 3aWwmnTbl MHGOPMaLIMK, a TaKXKe NPOLLECC yrnpaBneHns
BEPCUAMU U USMEHEHUAMU MPOrPaMMHOIo ob6ecrneyeHns, peanmayoLLero

npunoXXeHume KIineHTa,

NPUMEHATb Mepbl 3alWnTbl UHPOPMaLMN B COOTBETCTBUU C NoanyHKTamMu 4.1 n 4.2
nyHKTa 4 HacTodAwero MNMonoxeHnsa onsg o6beKToB MHPOPMAaLMOHHOMN
MHPPaCTPYKTYPbI, C UICNOMb30BaHMEM KOTOPbIX 06ecnevynBaloTcs aKcnnyaTauusa
N PYHKLMOHUPOBAHNE NPUNOXKEHUS KITUEHTA.

2. Y4yaCTHUK nnaTtdopMbl OMMKEH BbINONHATL cneayloume TpeboBaHuUs
K 6€30MacHOCTUN NPUNOXEHUS KJIMEHTa:

peann3oBaTb MeXaHU3M OOCTaBKUW Nofib3oBaTenNo nnatdopmsl LnppoBoro pybns
yBefoMneHunn o6 onepaunsax ¢ umppoBbiMU pybnamu;

peann3oBaTb MexaHnU3M 06paboTKM oWnNBOK U (UNTN) UCKITIOYEHUN, BOSHMUKAIOLLMX

B npoLecce paboTbl NPUNOXEHUSA KITIMEHTA, B paMKax KOTOpPoro obecneymsaoTca
KoppekTHasa obpaboTka n nHGopMmMpoBaHue rnosb3oBaTens nnaTdopMbl LMPPOBOro
py6ns o6 owmnbkax, B TOM ymucne o c60sx npu nogkItoyYeHUN K MPUNOXKEHUIO KITMEHTA,
HEeOOCTYMNHOCTU NPUNTOXXEHUS KNTNEHTA;



peann3oBaTb MexaHU3M MPOBEPKUN KOPPEKTHOCTU AaHHbIX, BBOAMUMbIX
nonb3oBaTeneM NnaTdopMbl LMPPOBOro py6nsa B NPUIOXKEHUN KITUEHTA;

perncTpmpoBaTh CO6bITUS 3aLLMTbl MHGOPMaLMK (B TOM Yncie COBbITUS, CBA3AHHbIE
C HeycnewHoM ayTEHTUDMKALMEN U aBTOpU3aLMeEN, OLIMBKaMn Npu yrnpaBneHum
LOCTYMOM U NPOBEpPKe BXOAHbIX AaHHbIX) NPY GYHKLMOHNUPOBAHUM NPUTOXKEHUS
KJINEHTa;

peanu3oBaTb MEXaHU3M He3aMenIMTeNlbHOM 6/TOKMPOBKN U NOCEeQYIoLLEro
LOCPOYHOrO NPEKPALLEHNS OENCTBUS NN aHHYIMPOBaHUA cepTudmkKaTta Kio4a
NPOBEPKM 3NEKTPOHHON MOANMUCKU NOb30BaTeNsa NNaThopMbl LMPPOBOro pyons
B CNy4yae KOMMPOMEeTaLMN KItoya 3IEKTPOHHOM Noanucuy;

OOCPOYHO NPeKpaTUTb AencTeme cepTmdukaTa Koda npoBEPKMN INEKTPOHHOM
nognucu nonb3oBartesia NnatpopMbl LMPPOBOro pybnsa — lopmuaonyeckoro nmua

U CMEHUTb ayTEHTUPUKALMOHHbIE f@aHHble A9 OOCTYyNa nonb3oBaTtens nnathopmbl
undpoBoro pybnsa — lPUANYECKOro nmua K NPUnoXXeHuto KNmeHTa rnpm obpalleHunm
nonb3oBaTtend nnaTtdopMbl LMPPOBOro pybnsa — IPUONYECKOro Nnua K y4aCTHUKY
nnatpopMbl.

3. YyacTHUK nnaTtdopMsbl Bripase NpUHMMaTb OpraHn3auMOHHO-TEXHUYECKNE Mepbl,
HanpaB/ieHHbIE Ha COOTBETCTBUE TpeboBaHMAM K 6€30MacHOCTU MOBUIBHOIO

npmno>XeHumd, B TOM YnUcJie B 4HaCTu Hallnimd BO3MOXXHOCTU.

peanusaunm MexaHmaMa nHGopMUpoBaHUA Nonb3oBaTensa nnaTPopmbl LMPPOBOro
py6ns 0 He06Xo0AMMOCTUN NPUMEHEHNS OBHOBNEHUN MOBUBHOIO MPUNOXEHUS,
CBA3aHHbIX ¢ ob6ecrneyeHneM 3aWwmTbl nHGoOPMaLUu;

peanusaunm anbTepHaTUBHbLIX CNOco60B O6HOBNEHUA N (MNN) YCTAaHOBKN MOBUBHOIO
NPUNOXEHUSA B Cllydae Halmumsa orpaHnyeHmnimm o6HOBNEHUSA U (MNTN) YCTAaHOBKM
MOOGWNBHOIO MPUNOXEHUA N3 OCHOBHOIO UCTOYHUKA;

peannsaumm MexaHn3aMa, UCKYaloLWwero BO3MOXHOCTb MCMOIb30BaHUSA CTOPOHHUX
NporpaMMHbIX CPencTB BBOAA U OTKJIIOYEHUS MEeXaHMU3Ma perncTpaumm ncTtopum
BBOAa NPV BBOAE AaHHbIX Nofib3oBaTens nnathopmMbl LMdPOoBOro py6ns, B TOM yncne
ayTEeHTUPUKALMOHHBIX AaHHbIX MoNb3oBaTens nNnaTdopMbl LMPPOBOro pyons;

obecrneyeHnsa KOHTPONSA LeNOCTHOCTU NMPUKIagHOro nporpamMMHoro obecrevyeHus
M KOHTpONS cpefdbl ero GYHKUMOHMPOBaAHUA NPU 3anycke MOBUTbHOIO NPUNOXEHUS
00 MOMeHTa obpalleHns nonb3oBaTend ninaTtdopMsl LMdPoBOro pybsa K ero
PyHKUMOHany;



peann3aunm MexaHn3ma 61'IOKVIpOBKVI JoCTyna K MO6VIJ'IbHOMy MPUITOXXEHUIO NMpn
HEOOAHOKPAaTHbIX HEYCMNELHbIX MOoMNbITKax ayTeHTMCDI/IKaLI,I/IM.



